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tc-spy is designed to monitor requests handled by TELLINET. Data requests to web
servers coming from the TELLINET Clients are sent to the TELLINET Server which then
requests the data from the web servers. Therefore the recipients themselves are invisi-
ble at the web server. All data is sent encrypted on ETCP connections between
TELLINET Server and TELLINET Client. The content of the transmission to the TELLINET
Client is not logged in the TELLINET Server to secure the privacy of the customer. There-
fore it is normally not possible to trace which data was requested and which recipient
received it. That can lead to legal problems in some countries. Content providers have
to be able to hand out traffic data to public authorities when misuse of the system is
suspected. Therefore content providers have to log the content of client requests and
store them for a certain amount of time to make sure that suspicious connections done
with a TELLINET Server can be traced down to a certain recipient later. For that purpose
tc-spy was developed.

For security reasons monitoring of Client connections is not done by TELLINET itself but
by a separate software, tc-spy, that can be run on a different machine than the
TELLINET Server and can be subject to enhanced security measures.

tc-spy can connect to one or multiple TELLINET Servers, request information on TELLINET
connections and log the content of the transmission together with information on the
Client requesting the data. The monitoring data is written into a data storage file.

This documentation describes the functionality and the necessary configuration of tc-
spy for the operator of the system. The operator should also be familiar with the
TELLINET software. Knowledge of the reader about the operation of that software is
presumed.
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Please note:

1.

In the following the format for directories is given as used in Unix, i.e. directories
separated with slashes (home/directory/file).

If tc-spy is run on a Windows system, the slashes have to be replaced with back-
slashes (home\directory\file).

Words that have to be entered into files/forms are quoted here in quotation marks
for a better distinction from the text. Nevertheless the words have to be written into
the files/forms without the quotation marks.

Pointed brackets in the description of the file/form entries indicate that the words
written in the pointed brackets are not the entry itself but a description of the entry.
If making the entry in the file/form, please substitute the description for the desired
value without writing the pointed brackets. E.g. “<port number>" may result in an
entry like “9201".

E.g. the file formats and configuration parameters as well as the system functional-
ity might change for future releases.

Please note that individual features described within this document might require
e.g. separate Application Module licenses and might be available only for certain op-
erating systems.

This specification is subject to change without notice, is provided without guaran-
tees, without engagement, and is subject to corrections.

All company or product names are trademarks or registered trademarks of the re-
spective owners.

This document may not be reproduced, transmitted or distributed without the prior
written consent of Tellitec Communications bvba.
© 2004 - 2006 Tellitec Communications bvba. All rights reserved.

Read less, achieve more!

This documentation is meant as a reference book to help you solve specific problems.

To get started with tc-spy, you should read the following pages:

Chapter 2: Functional overview Page 5
Chapter 3: Installation Page 6
Chapter 4. Operation Page 7
Chapter 8.1: (File) Format Page 49
Chapter 5.2.1: Format of monitoring data Page 13
Chapter 5.1: Connections to TELLINET Servers Page 10
Chapter 5.2.2: Choice of recipients Page 15

Afterwards we recommend to consult the content index on the following pages to get
an overview of the configuration and available functionality.
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Functional overview m

2 FUNCTIONAL OVERVIEW

tc-spy is designed to connect to one or multiple TELLINET Servers and request
information about data transfer on ETCP Associations from specific TELLINET Clients.
The monitoring data received from the TELLINET Servers is written into a data storage
file that is automatically created by tc-spy at the start of the program.

A central configuration file (spy.ini) contains the parameters for the monitoring of
TELLINET processes and for the control of tc-spy.

The access parameters of at least one TELLINET Server have to be specified in the cen-
tral configuration file prior to the start of the software. These parameters include an IP
address (or DNS name) and port number for the encrypted TCP connection and a user
name and password also configured at the respective TELLINET Server.

The central configuration file also has to contain rules that specify which Clients are to
be monitored and what kind of information has to be written into the data storage file
for each Client.

tc-spy connects automatically to the Server and requests information on TELLINET traffic
in accordance with the configured rules.

All monitoring data from all TELLINET Servers is written into the same data storage file.
It is possible to configure tc-spy to start a new data storage file at given intervals and
store the content of the old data storage file to prevent large files and to archive the old
monitoring data.

TELLINET-
Server

TCP to port x

TELLINET-

TCP to port y
Server

TELLINET-

Server TCP to port z
spy.dat

Picture 1: Overview over tc-Spy
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3 INSTALLATION

3.1 SYSTEM REQUIREMENTS

Hardware: Pentium Il 400 (or higher); 64 MB RAM (or more)
Possible Operating Systems: Linux, Solaris, FreeBSD, Windows 2000/XP/NT
Software: Text editor (standard text editor)

Web Browser (standard Web Browser, e. g. Netscape
Navigator, MS Internet Explorer)’

3.2 SCOPE OF DELIVERY

The software is distributed as zip file. One zip file is delivered per operating system.
Under the top level directory in the zip file for the corresponding operating system of
your tc-spy host, the tc-spy software is located in the subdirectory:

] tc-spy

The following files are part of tc-spy:

e the executable “tc-spy” (“tc-spy.exe” on Windows systems),
e the central configuration file spy.ini,

e the license file license.ini that contains the product license.

3.3 INSTALLATION

‘/Ej Chose the top level directory corresponding to the operating system of your
computer.

‘/@ Copy the content of the directory “tc-spy” to the hard disk of the tc-spy
host.

' The browser is not necessary for the functionality of the tc-spy. It is only required if the process should be
controlled via the web interface. Please note that java script has to be enabled for the web browser.
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4 OPERATION

4.1 CONFIGURATION

Before starting tc-spy it is necessary to configure the software:

4.1.1 LICENSE

A valid license has to be available.

The product license is delivered by the distributor in a separate file, the license file.
Normally this file is named license.ini and is located in the working directory of tc-spy.
If the license file is delivered with a name other than license.ini or the file should be
located in any other directory than the working directory of the server, the new name
and/or path has to be specified in the central configuration file spy.ini in the section
[locations] with the entry “license_file = <name of license file>".

4.1.2 CENTRAL CONFIGURATION FILE

A central configuration file has to be available which contains the parameters for the
monitoring (for details about the configuration see chapter 5 and chapter 6).

The central configuration file is named spy.ini and has to be located in the working di-
rectory of tc-spy. The file format is described in chapter 8. The file can be altered using
any standard editor.

4.1.3 OTHER INVOLVED COMPONENTS

The TELLINET Servers that have to send the information about the monitored connec-
tions to tc-spy have to be configured to accept incoming connections from tc-spy (for
details see chapter 5).
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4.2 STARTING THE SYSTEM

On Unix operating systems

‘/Ej Go to the working directory of tc-spy (default: directory “tc-spy”).

‘/Ej Type “./tc-spy”.

On Windows operating systems

‘/@ Go to the working directory of tc-spy in the Windows Explorer (default: direc-
tory “tc-spy”).

‘/@ Double click on the icon “tc-spy.exe”.

Command line options:

tc-SPY can be started with the following command line options under Unix as well as
Windows operating systems.

Multiple command line options can be combined within the start command.

-h Lists the command line options. If this command line option is
given, tc-SPY is not started.
This command line option is available for Unix operating systems

only.
-v Log messages are displayed in the command shell.
-s <spy.ini> Sets the path to the main configuration file.
-l <license.ini> Sets the path to the license file.

4.3 TERMINATION

On Unix operating systems
‘/Ej Press “<Ctrl> +c¢” to terminate tc-spy.

On Windows operating systems

‘/Ej Click with the right mouse button on the tc-spy icon in the tray bar. A menu
opens.

“/E] Click on “Exit tc-spy” in the menu.
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5 MONITORING OF TeLLINET REQUESTS

For the monitoring of TELLINET requests it is necessary

e to establish a connection to the TELLINET Server that handles the requests of the
TELLINET Client of the recipient (see chapter 5.1.1) and

e to specify the recipient(s) that shall be monitored by IP address or user name (see
chapter 5.2.2.)

All other functionality described in this chapter is optional and can be configured to
improve the handling of the monitoring process.
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5.1 CONNECTIONS TO TELLINET SERVERS

5.1.1 ESTABLISHING CONNECTIONS TO TELLINET SERVERS

tc-spy has to connect to the TELLINET Server to request the monitoring data for the
TELLINET Client requests.

This connection has to be configured in the TELLINET Server and in tc-spy. When both
applications are configured correctly, the connection will be established automatically
after the start of tc-spy and the TELLINET Server.

To configure a connection at tc-spy, a section [server] has to be written into the central
configuration file of tc-spy. The section has to contain the parameters “login” and
“server_address”.

With the login, the user name and password for the access to the TELLINET Server are
specified in the format “login = <user name>:<password>". The parameter has to be
identical with the login specified at the TELLINET Server.

With the parameter “server address” the IP address and port of the TELLINET Server,
that tc-spy shall connect to, has to be specified. Possible entries are
“server_address = <ip address of the TELLINET Server>:<listen port at the TELLINET
Server>" or “server_address= <ip address of the TELLINET server>". If no port is
specified, the default port 30001 is used.

At the TELLINET Server, a section [spy parameters] has to be written into the Server
central configuration file. The section has to contain the parameters “activate” and
“login”.

By default the Server does not allow tc-spy connections. The data exchange with tc-
spy has to be activated with the parameter “activate=1".

The login, with the format “login = <user name>:<password>" has to be identical
with the login specified in the section [server] of the tc-spy central configuration file.

Additionally, a listen port and an interface for the incoming tc-spy conncetions can be
specified. By default the TELLINET Server listens on all available interfaces on port
30001 for incoming tc-spy connections. This can be changed with the entries “inter-
face_address” = <ip address of the interface used to listen to tc-spy connections>"
and “port = <port used to listen to tc-spy connections>".

m If a port other than the default port is specified in the TELLINET Server central con-
figuration file, it is mandatory also to specify this port with the parameter
“server_address” in the tc-spy central configuration file.

The tc-spy central configuration file has to contain at least one section [server] when
tc-spy is started. Otherwise an error message is given and tc-spy is not working.

It is possible to specify multiple sections [server] to monitor connections from various
TELLINET Servers.
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Configuration of connections to TELLINET Servers

File spy.ini

[server] section | [server]
login = company:secret

server_address = 172.27.2.1:4000 entry login

User name and password for connec-
tions to the TELLINET Server. The
Format is <user name >: < pass-
word >

Mandatory

entry server_address

IP address and listen port at the
TELLINET Server that tc-spy is con-
necting to. Format: <ip address> or
<ip address>: <port number>,

The port number has to be specified
if a port other than the default port
number is configured at the TELLINET
Server.

Mandatory to specify IP address

(but default for port= 30001)

TELLINET Server File send.ini

section | [spy_parameters]

[spy_parameters] entry activate
activate =1

login =company:secret
interface_address=172.27.2.1

Activates the acceptance of tc-spy
connections. 1 = tc-spy connec-
tions are accepted, O = tc-spy con-
nections are not accepted.

Default: inactive

User name and password for connec-
tions to the TELLINET Server. The
Format is “<user name>: < pass-
word >"

Mandatory

IP address of interface used to listen
to tc-spy connections.

Default: listening on all available in-
terfaces

port=4000
entry login
entry interface_address
entry port

Listen port for tc-spy connections.
Has to be identical to the port num-
ber configured in section [server] at
tc-spy.

Default: 30001
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5.1.2 INTERFACE AND PORT OF THE CONNECTION

tc-spy can be forced to use a specific local interface to connect to the TELLINET Server.
This requires the specification of the IP address of the interface with the parameter “in-
terface_address” in the section [server] of the tc-spy central configuration file.

This restriction is useful to guarantee the successful connection in case tc-spy is multi-
homed and access to the TELLINET Server is restricted to a specific IP address in the
TELLINET Server with the parameter “allowed address” in the section [spy parameters]
of the TELLINET Server central configuration file.

The port number used at tc-spy to send the data can also be specified with the parame-
ter “source_port” in the section [server] of the tc-spy central configuration file.

Restriction of access to the log file

File spy.ini
[server] section | [server]
interface_address=172.27.1.5
SIOITER) PN =41E5E entry |interface _address |Interface used to connect to the
TELLINET Server.
Default: according to local routing
table
entry source_port Port number used to connect to the
TELLINET Server.
Default: dynamic port number
TELLINET File send.ini
section | [spy_ parameters]
[spy_parameters] entry allowed address |IP address of host allowed to con-
allowed_address=172.27.1.5 nect to this Server.
Default: no access restriction
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5.2 MONITORING RECIPIENTS

With tc-spy the content of the data sent over ETCP Associations can be monitored for
one Client, for all Clients or for a group of Clients connected to a TELLINET Server.

To monitor one or multiple Client ETCP connections, a section [rule] has to be written
into the tc-spy central configuration file. This section has to contain a specification of a
recipient or a group of recipients and may contain a configuration of the level of log
output.

Alternatively rules can be added with a form on the web interface of tc-spy. The data
added into the form is written automatically into the tc-spy central configuration file.

The monitoring data is written into a data storage file. This file is by default called
“spy.dat” and is located in the working directory of tc-spy. It is possible to configure
tc-spy to use any other file for the logging of monitoring data. See chapter 5.3 for de-
tails about the data storage file.

All monitoring data of all recipients of all rules is written into the same data storage file
in chronological order.

5.2.1 FORMAT OF THE MONITORING DATA
The data storage file contains all monitoring messages for all monitored TELLINET re-
cipients.

Each message consists of one or multipe lines giving the following information, sepa-
rated with colon:

e Message type
There are three message types:

KEY-Messages = Information about the start and end of an ETCP Association
and about the data key used for encryption.

REQ-Messages = Information about the requests to web servers made by
TELLINET.

DAT-Messages = Information about the content that is transmitted to the

TELLINET Client and to web servers.

e UTC date and time when the message was written in the format " <year-month-day
hour:minutes:seconds >".

e |P address of the TELLINET Client requesting the data.

e User name of the recipient of the data.
When authentication is not enabled, the user name of the recipient is not known to
TELLINET and "unknown" is written into the message.

e The ID of the ETCP Association.

e The ID of the ETCP connection (an ETCP Association consists of various connec-
tions).
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e The message text. The information given in the message is dependent on the mes-
sage typ:

For KEY-Messages:
When an ETCP Association is started, the message is "Successful connect”. The
key used to encrypt the connection and the multicast address used are dis-
played.
When an ETCP Association is closed, the message is "Disconnect” without addi-
tional information.

For REQ-Messages:
The protocol used for the connection.
The IP address of the web server which receives the request.
The DNS name of the web server which receives the request, written in brack-
ets.

For DAT-Messages:
The protocol used for the connection.
The IP address of the web server which is hosting the data.
The content sent to the TELLINET Client. The display of the content can be re-
stricted to a specific number of bytes in the section [rule] of the central configu-
ration file of tc-spy or at the web interface page “Rules”.
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5.2.2 CHOICE OF RECIPIENTS

The recipients that shall be monitored can be specified in the tc-spy central configura-
tion file by their user name or by the IP address of their TELLINET Client.

5.2.2.1 By user name

Recipients can be identified by tc-spy by their “user name” in TELLINET. Precondition for
the specification of a recipient by user name is the activation of authentication in
TELLINET with the entry “activate for etcp=1" in the section [authentication] in the
TELLINET Server central configuration file and the entry “authentication=1" in the sec-
tion [etcp_parameters] in the TELLINET Client central configuration file.

To specify a user to be monitored by user name, a section [rule] has to be written into
the tc-spy central configuration file. The section has to contain one entry “user name”,
specifying the user name of the recipient. The user name has to be identical with the
user name given with the parameter “user nhame” in the section [recipient] of the
TELLINET Client central configuration file and a TELLINET Server Recipient File.

Only one entry “user_name” is allowed per section [rule].
If a section [rule] contains a “user_name”, it must not contain an entry “start_ip” and
“end ip”.

Multiple recipients can be specified within one section [rule] by using an asterisk as
wildcard in the user name. All recipients will be monitored, when “user name=*" is
written into the section [rule].

Groups of recipients can also be specified with the wildcard. If the entry is
“user_name =Provider!*”, all recipients with user names starting with “Provider!” will
be monitored.

The level of log output can be specified in the section [rule] of the recipient(s) as de-
scribed in chapter 5.2.3 and 5.2.4.
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Choice of recipients by user name ‘

File spy.ini
Irulel section |[rule]
user name = Testuser
entry user name TELLINET user name of the recipient
[rule] - . .
T e T ET to be monitored. An asterisk can be
used as wildcard.

TELLINET File send.ini

Server section | [authentication]

_ entry activate for etcp |Activates authentication. Active au-
[authentication] thentication is a precondition for
TelhvEil o0 GiEn =1 recipient authentication by user na-

me. The entry has to be “1”, i. e.
[ recipient] Default: O, i. e. inactive
user_name = myprovider!Fulano File * rev
[recipient] . —
user_name = Testuser section | [recipient]
entry user_name User name of the Recipient. Has to
be identical to the user name in the
TELLINET Client and in tc-spy.
TELLINET File recv.ini
Client section |[etcp parameters]
entry authentication Activates authentication. Active au-
[etcp_parameters] thentication is a precondition for
AR = 1 recipient authentication by user na-
[recipient] me. The entry has to be “1”, i. e.
userfname=FuI_ano ) active.
user name_prefix=myprovider! Default: 0’ 1 5 e
section | [recipient]
entry | user name User name of the Recipient. Has to
be identical with the user name in
the TELLINET Server and in tc-spy. (If
user_name_prefix is used, the
user name at server side is identical
to
“<user name> <user name prefix
>)
entry user_name_prefix | Optional. May specify the first part
of the user name separately. If this
parameter is available, the user name
is composed of “user name_ prefix”
and “user name”.
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5.2.2.2 By IP address

Recipients can be identified by tc-spy by their IP address.

To specify a user to be monitored by its IP address, a section [rule] has to be written
into the tc-spy central configuration file. The section has to contain one parameter
“start_ip” and one parameter “end _ip” to specify the first and the last IP address of a
range of IP addresses of recipients to be monitored.

To specify a recipient by IP address, both parameters “start_ip” and “end _ip” are man-
datory. If only one IP address shall be monitored, the IP address of the TELLINET Client
is both start and end IP address.

Only one IP address range is allowed in one section [rule], i. e. the parameters
“start_ip” and “end_ip” can only be given once.

Sections [rule] containing the parameters “start ip” and “end ip” must not contain the
parameter “user_name”.

The level of log output for the recipient(s) can be specified in the section [rule] as de-
scribed in chapter 5.2.3 and 5.2.4.

Choice of recipient(s) by IP address

File spy.ini
[rulel section | [lrule]
start ip=10.0.0.0
end ip=10.255.255.255 entry start_ip Specifies the start IP address of the
[rule] range of IP addresses to be moni-
start_ip=12.12.1.2 tored.

end_ip=12.12.1.2

If only one IP address shall be
specified, start and end IP address
have to be identical.

entry end ip Specifies the end IP address of the
range of IP addresses to be moni-
tored. If only one IP address shall
be specified, start and end IP ad-
dress have to be identical.
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5.2.3 INFORMATION LEVEL
There are three message types written into the data storage file:

KEY-Messages = Information about the start and end of an ETCP Association and
about the data key used for encryption.

REQ-Messages = Information about the requests to web servers made by
TELLINET.

DAT-Messages = Information about the content that is transmitted to the TELLINET
Client and to web servers.

With the parameter “level” in the section [rule] it can be specified, whether all or only
some of the message types are written into the data storage file for the recipient(s)
specified with this rule.

Possible entries for “level” are KEY, REQ, DAT and ALL. If “level=ALL" is entered, all
message types are written into the data storage file. This is also the default for the
level.

To configure that two types of messages are written into the data storage file, the en-
try “level” has to be given twice in the same section [rule].

Message type displayed

Default: ALL

File spy.ini
[rule] section | [rule]
level =REQ
el =D entry |level Specifies the type of message writ-

ten into the data storage file. Pos-
sible entries are KEY, REQ, DAT
and ALL (if all three message types
shall be displayed).
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5.2.4 AMOUNT OF LOGGED DATA BYTES

If DAT messages contain all the content transmitted to the monitored TELLINET Client
and the web server, this can lead to extremely long entries in the data storage file of tc-
spy. Therefore the maximum data length for DAT messages is by default restricted to
96 bytes.

To alter the amount of user data written into the data storage file, the parameter
“max_user_data_length” has to be written into the section [rule]. This parameter speci-
fies the maximum number of bytes that can be written into the data storage file for one
DAT message.

If it is “0O”, the number of user data bytes written into DAT messages is not restricted.

Maximum number of logged user data bytes

File spy.ini
[rulel section | [rule]
max_user_data_length=200
entry max user d The maximum number of
ata_ user data bytes that can be
length written into a DAT message.

Default: 96 bytes
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5.3 STORAGE OF MONITORING DATA

5.3.1 DATA STORAGE FILE NAME AND LOCATION

At the start of tc-spy, the program is automatically creating the file “spy.dat” in the
working directory of tc-spy and uses this file as data storage file for the log messages
about the data sent to the monitored TELLINET Clients and to web servers.

If any other file shall be used as data storage file, the path to the file and the file name
have to be specified with the entry “data file” in the section [locations] of the tc-spy
central configuration file. The path is relative to the working directory of tc-spy. If the
new data storage file is located in the working directory, only the file name has to be
written into the tc-spy central configuration file.

data storage file used

File spy.ini
llocation] section | [location]
data file =../control/monitoring.dat
entry data_file Specifies the path and the name of

the file that shall be used as data
storage file for monitoring data.
Default: spy.dat

5.3.2 DATA STORAGE FILE SIZE AND FILE SHIFTING

tc-spy will by default store the incoming monitoring data into the data storage file end-
lessly. That will result in big file size.

To avoid big file size or to get monitoring information for specific periods in separate
files, tc-spy can be configured to shift the data storage file in given intervals.

When a data storage file is shifted, the data storage file is closed and stored under the
name “<data file name>.<timestamp>.dat” where timestamp is the UTC date and
time when the file was shifted in the format “year-month-day-hour-minutes-seconds”.
A new data storage file is opened at that time with the same name as the old data stor-
age file.

The time when a data storage file is shifted can be configured in the central configura-
tion file of tc-spy in the section [data storage]. The shifting of the data storage file can
depend on

e the size of the data storage file:
With the parameter “max_file_size” a maximum size in bytes for the data storage
file can be set. When the specified file size is reached, the file is shifted.

¢ a specific time of the day or the week:
With the parameter “shift time” the data storage file can be shifted at a specific
time every day or once a week. E. g. it can be shifted at 5 pm every day with the
entry “shift time=17:00". With the entry “shift time=17:00 mon” the file will be
shifted at 5 pm every Monday, i. e. once a week. The time has to be specified in
the format “hh:mm” and the day has to be specified with the first three letters of
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the english name of the day, separated from the time specification with a space.
The parameter can be given multiple times, i. e. the data storage file can be shifted
at different times on the same day.

e a specific time interval:
With the parameter “max_shift_interval” a time interval in minutes can be specified
for the shifting of the data storage file. E. g. with the entry
“max_shift_interval = 240" the data storage file is shifted every 4 hours.

Ill

If none of the shift parameters is set, data is written into the data storage file end-
lessly and the file is not shifted.

If more than one shift parameter is set, a combination of all set parameters is valid to
shift the data storage file. E. g. when a shift time is set at 11:00 and the maximum file
size is set to 100000 bytes, the file is shifted at 11 am independent from the file size
at that moment and it is additionally shifted whenever the maximum file size of
100000 bytes is reached.

|i| Please note that the “max_shift_interval” is always started whenever the data
storage file is shifted, independent from the reason of the shift.

shift because of max shift interval
shift because of max shift interval
shift because of max shift interval

shift because of max file size

shift because of max shift interval
shift because of shift time

<=

Time (hours) [ [

Starting Points of
max_shift_interval ]

and intervals

Shifts l ﬂ
I
2

Picture 2: Shifting of data storage files when all parameters are set
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data storage file Shifting

File spy.ini
[data storagel section |[data_storage]
shift time=14:50
shift_time=20:00 wed entry shift_time Time of the day when the data stor-
max_shift_interval=120 - . . . .
max file size= 200000 age file will be shifted in the format

“hh:mm” (hour:minutes) or, when
the shifting shall be limited to a spe-
cific day of the week, “hh:mm ddd”
(hour:minutes day). Can be given
multiple times.

entry | max_shift_interval | Maximum time interval between two
shifts of the data storage file in min-
utes.

entry max file size Maximum file size of the data stor-
age file in bytes. If this size is
reached, the data storage file is
shifted.

5.3.3 NUMBER OF STORED DATA STORAGE FILES

The number of data storage files that can be stored during file shifting under the name
“<data file name>.<timestamp>.dat” can be restricted. For that purpose the entry
“max_nr_of files”, specifying the maximum number of files that can be stored, has to
be entered into the section [data storage]. If the maximum number of files is already
stored and a new data storage file is shifted, the oldest stored data storage file is de-
leted and the new data storage file is stored.

If no entry “max_nr_of files” is available, the data storage files are stored without lim-
its.

Maximum number of stored data storage files

File spy.ini
[data_storagel section | [data_storagel
max_nr_of files=10
entry max_nr_of files Specifies the maximum number of
shifted data storage files that can be
stored.

Default: no restriction
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5.3.4 HANDING OVER OF DATA STORAGE FILES TO AN EXECUTABLE

tc-spy can be configured to execute an executable automatically whenever the data
storage file is shifted, handing over the name of the shifted data storage file. This func-
tionality may be used e. g. to send an email to the operator each time a file is shifted or
to copy the content of a data storage file containing monitoring information to a stor-
age device.

To start the executable automatically after shifting of the data storage file, the execu-
table has to be specified with the entry “shift execute” in the section [data storage] in
the central configuration file.

EI Please note that it is necessary to configure a shift parameter (shift_time,
max_shift_interval, max file size; see chapter 5.3) in the section [data storage] to make
the entry “shift_execute” work, because the executable is only executed when the file
is shifted.

Handing over of the data storage file to executables

File spy.ini
[data_storage] section |[data_storage]
shift_execute =file.exe
entry | shift_execute Specifies the name of an executable

that will be executed when the data
storage file is shifted. The file name
is handed over to the executable.

The parameter is only valid in con-
junction with a configuration of a

“shift_time”, “max_shift_interval”

“max file size”.

or
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6 CONTROLLING OTHER SYSTEM FUNCTIONS

6.1 CONTROL VIA A WEB INTERFACE

tc-spy activity can be checked via a web interface. The web interface gives information
about the status of tc-spy and provides help for the handling of the software. The con-
tent of the web interface pages is described separately in chapter 7. This chapter gives
information about the handling of the web interface, i. e. the configuration and the ac-
cess.

6.1.1 ACCESS TO THE WEB INTERFACE

6.1.1.1 Login

The web interface can only be accessed if a section [shell] with an parameter “login” is
available in the central configuration file “spy.ini”.

If this parameter is “none”, the access is possible without limitations.

If this parameter has the format “login = <user name>:<password>", a user name
and password is requested by the browser before opening the web interface.

The parameter “login” in the section [shell]l can be given multiple times. This allows the
specification of multiple user names and passwords.

6.1.1.2 Changing the port number for access

Access to the web interface is by default possible on port 5000. To change the port
number used to access the web interface, specify the new port number in the section
[shell]l of the central configuration file “spy.ini” with the parameter “port”.

6.1.1.3 Network interface selection

If the tc-spy host has multiple interfaces, the access to the web interface is by default
possible through all interfaces. The access can be restricted to one interface only by
specification of this interface in the section [shelll of the central configuration file
“spy.ini” with the parameter “interface address”. The parameter can only be given
once.

6.1.1.4 Restriction of access to specific hosts

The permission to access the web interface can be restricted to specific hosts. The pa-
rameter “allowed address” in the section [shelll of the central configuration file
“spy.ini” specifies the IP address or DNS name of a host that should get permission to
connect to the web interface. If the parameter is available, the access is restricted to
the specified host. The parameter can be given multiple times to be able to access the
web interface from multiple hosts. If “127.0.0.1" is entered, access is allowed from all
available local interfaces.

If no parameter “allowed address” is available, the access is possible from any host.
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6.1.1.5 Open the web interface

To open the web interface, enter the URL “http://<host>:30000” in your favourite
browser and replace “<host>" with the name of the server system.

If a port number for the access to the web interface is specified with an parameter
“port” in the section [shell] in the central configuration file “spy.ini”, replace “30000”
with the specified port number.

m If the web interface cannot be displayed in the browser although the host name
and the port number are entered correctly, the reason can be that the parameter “login”
in the section [shelll] of the web interface is missing. This parameter is mandatory to
access the web interface. It has to be “none” or “ <user name>:<password>".

EI Please note that the use of "localhost:<port>" instead of "<ip ad-
dress>:<port>" in the browser is not possible to access the web interface locally if
the parameter “interface address" is specifying the IP address of the local host. In-
stead, "localhost” or "127.0.0.1" has to be entered as interface_address to use "local-
host: <port>" as address of the web interface.

Access parameters for the web interface

File spy.ini

[shell] section | [shell]
login =user:secret

port=30000 entry login Specification of log in parameters for

interface_address=1727.2.4 the user of the web interface. Possi-
allowed_address =localhost

allowed _address=172.27.2.3 ble entries are _
“none” (access not restricted) or

“<user name > : < password > “.
This parameter is mandatory to ac-
cess the web interface.

entry port Access port for the web interface.
Default: 30000

entry interface_address | Restriction of remote access to the
web interface to a specific interfa